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SecurTrac Monitors

p
Email — key fields with option for

Kcontent and attachment logging

Databases — key events, field
level content changes, design

Kc:hanges and ACL changes

~

Domino Directory — security
settings and all content, design,

KACL changes
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Securlrac™

=] Mail Monitor
Database Monitor
+——] Domino Directory Monitor

N

-

NOTES.INI - all content changes
and copies of files for rollback
_purposes

p
Intrusion Detection — track

Kmalicious and unusual events

EINOTES.INI File Monitor
==] Intrusion Detection Monitor



Mail Monitor

Tracks all email events including sends, receives, deletions,and delegation activities in
real-time.

g;;:}g’;fﬁ"g Berve]oeded Time ~ | Sender~ Recipients ~ | Subject
From 5/19/22 Ta Cument EServerﬂUThunder 7
MNo. of Logs: 6130 E03/24/2024 5
[ Billy Black/Thunder 1
n v 09/24/2024 (9:23:34 AMMDT @ Billy Black/ Thunder Sally Smith/ Thunder@ Thunder & Employees Affected by (13 Divisional Restructuring
Securggﬁg _— [ Notes Admin, Thunder 1
5 B Mail Monitor i nt Monitor Log - Send =8
- [ Mail Log = = _:':".; j" ‘;
ESﬁ'ld Log _ e = — — =}
TlRoue Log Log Information I
T Receive Log
%3"::—050 Action Details Related Logs Il
pdate Log
T Delete Log
E Undelivered Lo Initiator : Billy Black,/ Thunder Time : 09/24/2024 05:23:34 AM MDT
‘.. T llegal Open Loj Mail File Title: SERVERD1 Mailbox Mail File Path: mail2 box
... ] Delegation Change Log Action - Send
-----EACLO’]EHQB Log Triggered by Moniter - OFD0153808:23CF4D0S-0ONE7258A7E006EETSD Used Full Access Admin Privilege: No
... T Bulk Action Log . .
ﬂ Mai Log Surmmary Repott Connection Details
i [ Statistics P—— —
Port Name - TCPIP Address : 152.168.2.11:51155

Message Details

ge Head I M ge Body I Message Altal:llmenil

Message Header

Message ID - OFAEBETSC1:1EVS8FB2-0ONE7258BA2:0053AB43 Form : Memo

Sender Billy Black/Thunder Subject - Employees Affected by Q3 Divisional Restructuring
Principal: Billy Black /Thunder

Send To : Sally Smith/Thunder@ Thunder Copy To :

Blind Copy To -

Recipients - Sally Smith/Thunder@Thunder

Encrypted - No Signed : No

Log generated on Server01/Thunder at 09/24/2024 09:23:57 AM MDT

Customer Benefit: Enables full visibility into email activity for auditing and security.




Database Monitor

Tracks all changes to the Domino Directory such as user creation, updates, or deletions.

H gﬂeﬁ;&?&og (Server(1) created at | Time ~ || Action ~ |Database Fil ~ |Form ~ Initiator ~
From 5/19/22 To Curert B Server01/Thunder 20
No. of Logs: 6180 (10972472024 14
=H employee nsf 14
= 09/24/2024 10:24:37 AM MDT employee nsf FEmployee MNotes Admin/Thunder
S ecur = 09/24/2024 10:24:33 AM MDT employee nsf FEmployee Notes Admin, Thunder
B Mail Monitor 09/24/2024 10:24:40 AM MDT employee nsf FEmployee MNotes Admin/Thunder
o B Database Monitor 059/24/2024 10:24:42 AM MDT employee nsf FEmployee Motes Admin/Thunder
‘... ™ Documert Change Log 09/24/2024 10:33:00 AM MDT employee nsf FEmployee Sally Smith,/ Thunder
] Design Blement Change Log 09/24/2024 10:33:34 AMMDT employee nsf FEmployee Sally Smith/Thunder
5 ACL Change Log N9/24/2074 10-33-39 AM MDT amnloves nsf e Sall Smith/Thinder
] Agent Log
] Document Bulk Action Log
] Desian Buk Action Log
[ Database Log Summary Report
Statistics iti - Sally Smith/Thunder Time - 09/24/2024 10:33:34 AM MDT
B Domino Directory Monitor D: Title:- Exccutives - Record D D: Path: employee nsf
B Notes.ini File Monitor Form - FEmployee Action - Update
B - - Ds D - CF3F2CE407:1E7AEG4B-ONET. D Is From Replicati Mo
= Intrusion _D_electlo!‘l Monitor Last Updated By - Sally Smith/ Thunder Lost Updated Time - 09,24,2024 10-33.34 AM MDT
= User Activity Menitor Triggered by itor - Monitor Records D, Used Full Access Admin privilege. No
M Scheduled Report
Service - nserver
Port Name - TCFIP Address - 192.168.2.11:51386

Monitor Fields | RichText | Attachment |
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Field Name New Value Original Value
Comments WP of Sales WP of Sales
EmpDateOf Birth 11/08/1990 11/08/1990
EmpDateOf Hire 05/08/2012 05/08/2012
Empleave [1} [1}
EmpName Paul Waters Paul Waters
EmpNo 12345 12345
EmpSalary 155000 145000
EmpSickLeave [1} [1}

Form FEmployes FEmployes
RichText

RichText2

Customer Benefit: Ensures accountability and data integrity across critical business systems.




Domino Directory Monitor

Tracks all changes to the Domino Directory such as user creation, updates, or deletions.

3 SecurTrac Log 2024 DEMO USE | |T|me 2 | | Action ‘Dileckxy Filename |Docume|ll Type ~ |Group 2 | Initiator
. From 5/18/22 To 6/11/24 B Serverdl/ Thund %
No. of Logs: 6453 erverl/Thunder
09/26/2022 1
E09/27/2022 8
- = HRAdmin 8
S ecur g 09/27/2022 09:52:29 AM EDT Update  names.nsf Group HRAdmin Server01/Thunder
e e B — oo
B Database Monitor 10:2?:01 P ® Up d = ramesn - GmuP HRAdm[n N = Mmfn m‘un der
= [ Domino Directory Monitor VA AT _ ste  namesn roup HRAdm!n lotes i
- = Document Change Log 09/27/2022 10:34:38 AM EDT .@ Update  names.nsf Group HRAdmIn Notes Admin/Thunder
+ People 09/27/2022 10:35:07 AM EDT Updste  names.nsf Group HRAdmin Notes Admin/Thunder
Gros S Dot Monitopb ol —Group g - g T
Corfiguration - = - _ WThunder
\... 5 Others =" —
... [T] Design Elements Change Log L i 3
.. [T ACL Change Log
... [T] Document Bulk Action Log
... [T] Design Bulk Action Log
- amio DrectryLog Summary e
.. [ Statistics

Related Logs Il

Initiator - Notes Admin/Thunder Time - 05/27/2022 10:43.06 AM EDT
Short Name- nadmin

Database Title- Thunder’s Directory Database Path:- names nsf

Form - Group Action - Update

Type - Group

Name: (HRAdmin )

D D - OFICBADE17.5CC09263-0NB52575F8 Is From Replicati No

Last Updated By - Notes Admin/ Thunder Last Updated Time - 05/27/2022 10:43.06 AM EDT
Triggered by Monitor - Domino Directory - User Management - SecurTrac Moritor Used Full Access Admin privilege- Mo

Connection Details

Service - nserver
Port Name - Address :

Monitor Fields |

Field Name New Value Original Value
Members CN=Billy Black /0=Thunder CM=Billy Black/O=Thunder
CN=Hamy Bosch/0O=Thunder CM=Harry Bosch/0=Thunder

CN=Paul Peters/0=Thunder CM=Paul Peters/O=Thunder
CN=Patrick Dorsey/O=Thunder

Customer Benefit: Helps detect unauthorized directory changesthat may impact
system security.




Notes.ini FileMonitor

Identifies and alerts on content modifications.

;; = gﬁe;urTrac Log (Server() created at |Lng Time Remark
From 5/19/22 To Current H Server01/Thunder
No. of Logs: 5180 tH 03/24/2024
H 11012024
o H 11/0672024
Fr & 11/06/2024
ccur 1262 E 11/22/2024
@ [ Mail Monitor gwwxzuzﬁ
@ M Database Monitor  06/24/ 2025
@ [ Domino Directory Monitor
=@ M MNotes_ini File Monitor o — =
. ECINOTES INI Fil Log i A =
. F Notesini Log Summary Report 12/07/2023 12:58:57 PM MST s e
‘... [ Statistics Basics Monilml Report | Administration | 9:«3“'—’ -
@ M Intrusion Detection Monitor
= M User Activity Monitor
e - Scheduled REPDI"‘ This moniter will generate a detailed log when the notes.ini has changed.

¥ Don't generate a log if no notes.ini parameters were medified.
[+ lgnere changes to the following parameter(s).
LAST_DOMINO_TIME

Email Notification

Notes AdminThunder

Importance: MNormal
Delivery Priority: Normal

[~ Customize E-mail Notification Message

Customer Benefit: Provides early warnings of potential breaches or misuse.




Intrusion Detection Monitor

Identifies and alerts on unauthorized or suspicious activities within the Domino
environment.

= SecurTrac Log 2024 DEMO USE |'I—|me ~ | |Evenl ~ Details -
L From 5/18/22 To 6/11/24
No. of Logs: 6458 B Serverl1/Thunder 16
05/19/2022
07/21/2022 1
09/26/2022 1
B 04/03/2024 1
B Mail Monitor 040372024 09:25:44 AM MDT Full Admin Access 04/03/2024 09:25:44 AM MNotes Admin/Thunder was granted full administrator access.
= . 04/03/2024 09:26:21 AMMDT Full Admin Access 04/03/2024 09:26:21 AM Notes Admin/Thunder was granted full administrator access.
— Database Monitor 04/03/2024 09:35:37 AM MDT Cu: Server Shutd 04/03/2024 09:35:37 AM Server shutd, [
B Domino Directory Monitor e EaT S picong e & m 0 ST EE o
B Notes.ini File Monitor 04/03/2024 09:52:06 AM MDT Full Admin Access 04/03/2024 09:52:06 AM Notes Admin/Thunder was granted full administrator access.
¥ Intrusion Detection Monitor 04/03/2024 09:52:52 AM MDT Full Admin Access 04/03/2024 09:52:52 AM MNotes Admin/Thunder was granted full administrator access.
‘... [T Intrusion Detection 04,/03/2024 09:54:30 AM MDT Full Admin Access 04/03/2024 09:54:30 AM MNotes Admin/Thunder was granted full administrator access.
. i Bulk Action Log 04,/03/2024 09:56:30 AM MDT Full Admin Access 04/03/2024 09:56:30 AM MNotes Admin/Thunder was granted full administrator access.
[ Intrusion Detection Log Summary Re 04,/03/2024 09:57:34 AM MDT Full Admin Access 04/03/2024 09:57:34 AM Notes Admin,/Thunder was granted full administrator access.
- [ Statistics . 1470372024 03:57-35 AM MD T Full Admin Access 114703/2022 09:57-35 AM_Notes Admin/ Thunder was dranted full administrator access.
B User Activity Monitor 04/03/2024 09:58:09 AM MDT Full Admin Access 04/03/2024 09:58:09 AM Notes Admin/Thunder was granted full administrator access.
M Scheduled Report 04/03/2024 10:05:13 AM MDT Custom - Server Shutdown 04/03/2024 10:05:13 AM Server shutdown complete
‘Log Information I
Action Details
Time - 04/03/2024 09:57:40 AM MDT
Event - Full Admin Access
Detail - 04/03/2024 09:57:35 AM Notes Admin/Thunder was granted full administrator access.

Triggered by Monitor -  OFADZ2421F: 1FESADIT-OMET258552:005A050A
Originating Log: 285741316C 72581787 258AF400576757
Log generated by Serverd1/Thunder at 04/03/2024 09:57:57 AM MDT

Customer Benefit: Provides early warnings of potential breaches or misuse.




User Activity Monitor

Monitors user interactions with databases, including document creation and
modifications.

- SecurTrac Log 2024 DEMO USE

JEL From 5/18/22 To /11724 &5 Export ], Graph
No. of Logs: 6458 User | Time ~ | |Funl Action ~ |Service |Server ~ Database Filename
I Billy Black/Thunder 42
" = 06/06/2022 8

S ecur?ﬂ_ ggg 06/06/2022 03.30:21 PM EDT | DBOpen  nserver  Seveddl/Thunder  Employes nsf

- Rz82 06/06/2022 03:30:21 PM EDT i) ViewOpen  npserver  Server0l/Thunder  Employes nsf

i Mail Monitor 06/06/2022 03:30:32 PM EDT @) DocOpen  nserver  Server0l/Thunder  Employes.nst

: gz::‘isgi:?::‘:;fmm“m 06/06/2022 03:30:36 PM EDT w DocOpen  nserver  ServerD1/Thunder  Employes.nsf

B Notes.ini File Monitor 06/06/2022 03:30.40 PM EDT §ir) DB Close nserver Server(1/Thunder Employee nsf
B Intrusion Detection Monitor 06/D6/2022 04:08.23 PM EDT . DB Cpen nserver Server(1,/Thunder mail*bblack nsf
o BEUser Activity Monitor 06/06/2022 04:08.23 PM EDT Ifiir View Open nserver Server(1/Thunder mail*bblack nsf
b... T User Activity Log 06/06,2022 04.08.:33 PM EDT Gw) DB Close nserver Server01/Thunder mail*bblack nsf

Initiator - Billy Black/Thunder Time - 06/06/2022 03:30:36 PM EDT

Short Name: BBlack

Datak Title: Executives - Employee Record Database Datak Path: Employee nsf

Action : Doc Open Document Link: OFBFO1CB35:B25A2B63-ON85257464:0053EB61
Triggered by Monitor - Monitor Executive Employee Records Database

Used Full Access Admin privilege: No

Service - nearver
Port Name TCPIP Address : 192.168.2.133:52845
Log generated by Server01/Thunder at 06/06/2022 03:30:54 PM EDT

Customer Benefit: Helps understand user behavior and detect anomalies.




Mail Policy Filter

Filters and quarantines emails that violate pre-defined mail security policies.

F o Toga0zs Time ~ #Logs |Action ~ |Sender ~ Recipients ~ Subject
. From To
No. of Logs: 25 ESErverﬂUThL;nder 3;
04/03/2024 08:58:36 AM MDT Quarantine Motes Admin/Thunder Sally Smith/Thunder@Thunder Profanity
X ﬁﬁ‘ 04/03/2024 08:55:19 AM MDT Quarantine Notes Admin,/Thunder Sally Smith/Thunder@Thunder ZIP
S ecur ?}f‘ ay . 04/03/2024 09:01:14 AM MDT Quarartine Notes Admin/ Thunder 2@exirafax POF
- o 040372024 09:01:44 AM MDT Cuarantine MNotes Admin,/ Thunder Notes Admin, Thunder@ Thunder cC
o EMaEil Policy Log D-:;"D&.-"ZDZ-! Dﬂﬂ?li::ﬁ MDI Quarantine N(_:fes Mmfn,-"Th.L{nder ff![y ETEE,-’Thunder@Thunder Racial
‘... 7] Mail Released Log { — = —

Action Details

Action Time - 04/03/2024 09:01:44 AM MDT
Triggered by Policy - Credit Card

Action - Quarartine E-Mail

Message ID : OF565407F3.5ADAETDF-ONB7258A55.005B24B5
Form - Memao

Sender: Notes Admin/Thunder
Principal: Naotes Admin/Thunder

Send To : Notes Admin/Thunder@Thunder
Copy To :

Blind Copy To :

Recipienis - Notes Admin/Thunder@Thunder
Subject - cc

Attachment : [Mo Attachment]

Encrypted - No

Signed : No

Loa aenerated on Server01/Thunder at 04/03/2024 09:01:45 AM MDT

Customer Benefit: Prevents data leakage and enforces corporate communication rules.




Full Admin Detection

Logs all full administrator actions in mail and Domino databases.

Initiator - Notes Admin/Thunder Time - 05/19/2022 09:17.08 AM EDT
Short Name: nadmin

Mail File Title: Billy Black Mail File Path: mail\bblack .nsf

Mail File Owner : Billy Black/Thunder Action : Open (llegal)

Triggered by Monitor - Monitor use of Full Administrator Access in Mail Databases Used Full Access Admin Privilege: Yes

Connection Details

Service nserver
Port Name - TCPIP Address - 152.168.2.133:62670

Message Details

Message Header I Message Body | Message Attachment |

Message Header

Message ID - OF330BES2D:7D025E20-ON85258846:00503CAF Form - Mema

Sender: Hamy Bosch./Thunder Subject : Q1 2022 Financial Results
Principal: Harry Bosch/Thunder

Send To - Billy Black/Thunder@Thunder Copy To - Hamy Bosch,/Thunder@Thunder
Blind Copy To :

Encrypted : Mo Signed : Na

Customer Benefit: Improves accountability and reduces the risk of privileged misuse.



Real time alert

Send an e-mail alert for proper action

SecurTrac Intrusion Detection Event Monitor Notification - log.nsf
Server01 to Billy Black

SecurTrac Intrusion Detection Event Monitor Motification:

Server Mame : CWN=Serverl1/0=Thunder
Event Description : Database Deletion
Action Time : 07/15/2025 11:24:45 AM
Document Link.:

Log information |
Action Details
Time - 07/15/2025 11:24:45 AM MDT
Event - Database Deletion
Detail - 07152025 11:24:44 AM Database employee nsf deleted by Motes Admin/Thunder

Triggered by Monitor : OF486F305B:5ECT27FE-0OMET258A82: 00646432
Originating Log: A1B7EIZ28664FBCFET2RECCR004F102F
Log generated by Serverd1/Thunder at 0715/2025 11:25:07 AM MDT

Customer Benefit: Allow administrators to be alerted on real time ad act accordingly.




Bulk Action Detection

Detects and logs mass operations such as bulk deletions or updates.

Bulk actions were reported because the monitored event has occurred 221 times in 60 seconds.

Start Time:

07/15/2025 11:33 AM

End Time -

07/15/2025 11:33 AM

Link to Bulk Action Monitor:

FOF715035A:836234E5-ONE7258BA2:00573DC3

Type :

Mail

Bulk Action Details

Action Time Action |Senderfinithator Recipients Subject Mail File Server
& 07/15/2025 11:33:36 AM Delete |[CM=Serverl1/0=Thunder |CN=Notes SecurTrac mailinadmin.nsf
AdminfO=Thunder ‘Database
Document Monitor
Motification -
Employee nsf
[ |07/15/2025 11:33:36 AM Delete |[CM=Serverl1/0=Thunder |CN=Notes SecurTrac: Domino |mailinadmin.nsf
Admin/O=Thunder Directory Document
Monitor Motification
- names.nsf
& 07/15/2025 11:33:36 AM Delete |[CM=Serverl1/0=Thunder |CN=Notes SecurTrac :Mail mailinadmin.nsf
Admin/O=Thunder Palicy Violation
MNotification

Customer Benefit: Identifies potentially harmful automated or user-driven actions.




Restore Deleted/Updated Items

Restores deleted or changed documents, ACLs, and design elements using historical logs.

Restoro the documont |
Action Dotmils Aetotod Logs B
atiator . Totes A Tharder Time: 03/27/2022 10,43 06 AM EDT
Short Name Padre
Dot obrose Talo: Thundes Dvectory Dot abrase Path: Pames nl
Form - Grong Action Update
Typo © Grone
Name { HRAdmN )
Docusnend H0 QFOCHADE 17 SCCOS263- ONBE2STIFE DIGLTES s From Fephoation o
Last Updatod By Notes Adwen/ Thunder Lot Updated Time 05/27/2022 104306 AM EDT
Tngoered by Mordtor - Domwne Dwectony - User Managsment - Seour Treo Montor Used Full Access Admin geivilege: No

Log goneraled iy ServmrO U/ Thender ot 002 7/2022 10 4513 AM EOT

Customer Benefit: Minimizes downtime and recovers from user errors or unauthorized
actions.




Compliance

SecurTrac allows to reach compliance with various international regulation.

* HIPAA - HIPAA stands for the Health Insurance Portability and Accountability
Act of 1996. It’s a U.S. law designed to protect patients' medical records and
other personal health information (PHI).

* NASD - stood for the National Association of Securities Dealers. It was a self-
regulatory organization (SRO) responsible for overseeing the securities industry
in the U.S.

*  SARBANES-OXLEY - The Sarbanes-Oxley Act (SOX) is a U.S. federal law enacted
in 2002 in response to major corporate scandals like Enron, WorldCom, and
Tyco. It’s often called the Sarbanes-Oxley directive, especially in international or
corporate compliance contexts.

* 21 CFR Part 11 - 21 CFR Part 11 refers to a set of FDA regulations governing the
electronic records and electronic signatures used by industries under FDA
jurisdiction, particularly in sectors like pharmaceuticals, biotechnology, medical
devices, and healthcare.

* GDPR - GDPR stands for the General Data Protection Regulation. It’s a
regulation that was put into place by the European Union (EU) to govern how
personal data is collected, processed, stored, and shared.

* NIS2 - The NIS2 Directive is a key piece of European Union legislation aimed at
improving the cybersecurity resilience of critical infrastructure and services
across the EU.
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Customer Benefit: Protect from government agencies legal actions and fines.
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SecurSearch

Performs advanced searches in email logs and databases for e-discovery and

audit purposes.

5. Multi-page Tabs

SecurTac Server 8
Server01/Thundes
Server0t/Thunder
Server0/Thunder
Serverdt/ Thunder
Server0)/Thundes
Server)/Thunder
Server01/Thunder
Server0!/Thunder

Server0)/Thunder
A,,.-n"‘h...u.. *
]

File Edt View Window Melp
TEARUO %
2. Formula Wizard SecurTrac Servers (Auto-genarated Server Group)
* Action Teme 1 Acion
B0 Criteria Editor 0503202 IRBMAME.  Netesin
Enterthe seach DS0N002 100010 AME..  Database Document Update
o - 05/03/2022 100211 AME.. Databaze Decument Update
'—l—L—u)_:&:m @ 050N 100812 AME.  Dtabase Docament Create
gy} By Back @TOR extracem com) OR 0S0N2022 10095TAME..  Datsbase Decument Creste
Intisor o Waber Waper C4) OR WGt
e jedorn e @TOR com) 05032002 1& 1011 AME. Database Decument Update
050NN 11 AME. Database Document Creste
05032022 101133 AME. Database Document Creste
» Sadighos A0 1811
. 3. Search B OS032022 161133 AME. Dmbmf«mmfren
S = 8. Log Window
4. Log Database 2 v Rest
Explorer Tene Database
Q s | | assosossas
|
Seachn AR20500 095332827 Info
-Fms&mrmmmmmwa | 2002/080908533895%0  Info
3L ServerOt Thander (174761 NS RSIES  Info
= LY securac \SCTiog ndf (174761)
{§ SCTLog0071115r 51 | BRNVB RSN Info
1 SCTLog0120004nef (032 | RRUH ORI Info
[F1J setogda1213nd (283 | X205 005343635  Info
P} KTog2N53ind (62 Won | 2208099534726 Infe
[ELF SCTLog20S04 14! (10878) | 02080
rJ'! TG0 150 Y L
< b
¢

7. Search Results Area I

Selection lat gene
Soting is pedform

ss3ssass indo

Sorting is perform

sssssassindo
v

b

174768 reccedis) found

« Allow user to input afull-text search
formula.

* Instead of typing a formula, the formula
wizard guides users to specify search
criteria.

« Click this button to start the search.

« Specify which log databases are
included in the search.

* More than one search result can be
viewed at the same time.

« Allow user to sort/ffilter search results.

« Display search results. Double-click a
document to open the corresponding
SecurTrac log document in a HCL Notes
Client.

Display information when
search operation in progress.

Customer Benefit: Speeds up investigations and supports legal or compliance inquiries.




Securfrac

COMPLIANCE SOLUTION
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Thanks for you attention
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